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1	Decision/action requested
In this box give a very clear / short /concise statement of what is wanted.
2	References
[1]	S3‑240875 	Updates on WID on Addition of 256-bit security Algorithms
3	Rationale
On current work item (Updates on WID on Addition of 256-bit security Algorithms) [1], new specifications for 256-bit cryptographic algorithms are being discussed. These algorithms include authenticated encryptions with associated data (AEADs) which can provide confidentiality and integrity protection and is expected to achieve higher throughput. There are some differences in input parameters compared with dedicated encryption and integrity protection algorithms, example keys and initial vectors. Other than these minor differences, there are expected some major ones. For NAS layer, the plaintext is first encrypted and then message authentication (MAC) tag will be calculated for the ciphertext. While for AS layer, the MAC tag is first generated for the plaintext, then the tag and plaintext will be encrypted. In general, AEADs first encrypt the plaintext and generate MAC tag. Therefore, there will be some impact on protocols in AS layers for the adoption of AEADs.
4	Detailed proposal
The adoption of AEADs has a potential to improve overall efficiency and performance of 3GPP System. However, it also has several impacts on the existing protocols, therefore it is proposed to initiate a dedicated study to investigate the impact of AEADs on 3GPP system at appropriate time. During the study, potential issues will be identified and their solutions as well as impact to other WGs will be considered such as the following:
- Studying key issues and candidate solution concerning the adoption of AEAD algorithms, including:
	- How to negotiate AEAD algorithms and their keys
	- How to utilise AEAD algorithms in 5G system


